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1 Automatic enrolment:

In order to start the APIs testing, user enrollment is required. To be able to do this, follow these

steps:
- Creating the user

- Creating an application

CEC [} Bank

Back | Our Products

Our Products

< Back to Home Page

® APIs for payments
® APIs for consent

APIs for account
information

APIs for Automation
Enroliment

How it works

PRODUCTS v HOW IT WORKS

APIs for Payments
(PISP)

Provide the CEC Bank users with money
transfer services, directly from your platform
or application.

READ MORE

APIs for Consent

Ensure the customer's account has the
funds needed for a certain transaction.

READ MORE

CONTACT US

o 3
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In the portal we will go to the "Our Products" window and select the api: API's for Automation
Enrollment.

After selection we will see the "Dynamic Users Register" api:

CEC @ Bank PRODUCTS v HOW IT WORKS CONTACT US |/EN_>\ @

Back | ARl Preducts | Dynamic Users Register - AP| Developer Partal | Dynamic Users Register - ARPI Developer Portal

Dynamic Users Register

® Overview
® POST /portal/users/register Overview
® POST fcreatefapp

® Definitions

Type REST | 0As2
Protocol HTTPS
Endpoint Production, Development: https:/fapi-test.cec.rofcec/tpp/dynamic-users-register

Download OpenAPl Document sk

1.1 Creating the user:

The first call must be selected: "POST /portal/users/register" to make the user creation call.

The data filled in the body must be retained as it will be used in the application creation call.
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CEC (B Bank PRODUCTS v HOW IT WORKS CONTACT US | EN -
e S

Back | API Products | Dynamic Users Register - APl Developer Portal | Dynamic Users Register - AR Developer Porta

Dynamic Users Register

® Overview

® POST /portal/usersfregi... Sign_up tO the portal

® POST createfapp

® Definitions
DETAILS TRYIT

Production, htips/fapi-test.cecro/cec/ipp/dynamic-users-register/portal/Users/regi

POST Developmentster
Parameters Header -
Accept

Content-Type

TPP-Signature-Certificate” Generate
Body ~
Body” Generate

The following headers must be filled in in order to make the call:

- TPP-Signature-Certificate = ----- BEGIN CERTIFICATE-----
XxXXEXAMPLExxxxxxxxXxEXAMPLExxxxxxxxxXxEXAMPLExxxxxxxxXxXxEXAMPLExxxxxxxE
XAMPLExxxxxxxxXEXAMPLExxxxxxXXXXEXAMPLExxxxxxxxXxXx EXAMPLExxxxxxxEXA
MPLExxxxxxXxXX EXAMPLExxxxxxxxxXEXAMPLExxxxxxxxxxEXAMPLExxxxxxxEXAMPL
ExxxxxxxxXEXAMPLExxxxxxxxxX EXAMPLExxxxxxxxxxEXAMPLExxxx----- END
CERTIFICATE-----

- Content-Type = application/json
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In the body part, the following body model must be filled in:

body : {
"username":"john.doe@yahoo.com",
"password":"password",
"first name":"John",
"last name":"Doe",

"organization":"JohnORG"

(2)
AR

CEC @ Bank PRODUCTS v HOW IT WORKS CONTACT Us |

Production, https:/api-test.cec.ro/cec/tpp/dynamic-users-register/portal/users/regi

POST Developmentster
Parameters Header -~
Accept

Content-Type

TPP-Signature-Certificate® Generate

-—-BEGIN CERTIFICATE - EXAMPLExoooo0oo EXAMP LExsooon .

Body ~

Body”* Generate

generated
“firstnams
“last_name .
“organization™"JohnORG"

RESET SEND
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If the data entered are valid, the call will return a "201 created" response and you will receive a
confirmation email on the email address you filled in the body with the activation link.

The link must be clicked on the webpage to complete the registration step.

1.2 Creating an application:

The second call must be selected: "POST /create/app" to make the call creating the application
and getting a set of test credentials.

CEC ‘B Bank PRODUCTS v HOW IT WORKS CONTACT US i/ET) @

Back | APl Products | Dynarmic Users Register - APl Developer Portal | Dynamic Users Register - AP| Developer Portal

Dynamic Users Register =

® Overview

® POST jportal/usersiregister pOST : /createla p p

® POST /createfapp

@ Definitions
DETAILS TRY IT

Production, htips./fapi-test.cec.ro/cec/ipp/dynamic-users-register/create/app

POST Development:
Parameters Header ~
Accept

Content-Type

. e
TPP-Signature-Certificate Generate

Redirect-URT" Generate
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Back | API Products | Dynamic Users Register - AP Developer Portal | Dynamic Users Register - AP| Developer Porta

Dynamic Users Register =

m\

® QOverview

® POST jportal/usersiregister pOST : /create/a p p

® POST /create/app

@ Definitions
DETAILS TRYIT

Production, https:/fapi-test.cec.ro/cec/tpp/dynamic-users-register/create/app

POST Development:
Parameters Header ~
Accept

Content-Type

TPP-Signature-Certificate*

---—-BEGIN CERTIFICATE----- HOXEXAMPLECOoooo EXAMPLEX 0.

Redi[BCl-URI..

http:ffvulo.mz/fopna

The following headers must be filled in in order to make the call:

-TPP-Signature-Certificate = ----- BEGIN CERTIFICATE-----
XxXXEXAMPLExxxxxxxxXxEXAMPLExxxxxxxxxXEXAMPLExxxxxxxxXxXxEXAMPLExxxxxxxE
XAMPLExxxxxxxxXEXAMPLExxxxxxXXXXEXAMPLExxxxxxxxXxXx EXAMPLExxxxxxxEXA
MPLExxxxxxXxXX EXAMPLExxxxxxxxxXEXAMPLExxxxxxxxxxEXAMPLExxxxxxxEXAMPL
ExxxxxxxxXxEXAMPLExxxxxxxxxX EXAMPLExxxxxxxxxxEXAMPLExxxx----- END
CERTIFICATE-----

- Content-Type = application/json

- Redirect-Uri = "https://www.google.com (the passed link is an example and you can pass any
redirect link)
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https://www.google.com/

In the body part, the following body model must be filled in:

body : {
"username":"john.doe@yahoo.com",
"password":"password",
"app _name":"JohnAPP",
"app _title":"JohnAPP",

"organization":"JohnORG"

If the organization name filled in the enrollment step contains spaces ("organization":"John
ORG"), when filling in the request body for the application creation call we have to replace the
spaces with "-".

E.g.:

body : {
"username":"john.doe@yahoo.com",
"password":"password",
"app_name":"JohnAPP",
"app_title":"JohnAPP",

"organization":"John-ORG"
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CEC (B Bank PRODUCTS v HOW IT WORKS CONTACT US [ \\1 ) @

Parameters Header ~

Accept

Content-Type

TPP-Signature-Certificate” Generate

-----BEGIN CERTIFICATE----- XXX EXAMPLExxxxxxxxx EXAMPLExxxxx...

Redirect-URI" Generate

http:/vulo.mz/fopna

Body ~

Body” Generate

generated

{
"username":"jchn.doe@yahoo.com”,
"app_name""JohnAPP",

u sl PO A N

RESET SEND

Following the call we will receive a formal reply:

201 Created

"Application Name": " JohnAPP",

"Application_Title": " JohnAPP",

"client id": "f9dTESTa5798 TESTc76a837a",

"client secret": "bOfTEST5a70TEST2e8460TEST23b50"
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With these credentials we will be able to make the calls shown below and they must be saved to
have them whenever you need to use them.

» Description of PSD2-CECAPIC product features

After logging in on the portal, registered users have access to the PSD2-CECAPIC product

CEC m Bank PRODUCTS v HOW IT WORKS CONTACT US @) @

Back | Our Products
Our Products

< Back to Home Page

APIs for Payments

® APIs for payments

® APIs for consent
Provide the CEC Bank users with money
APls for account transfer services, directly from your platform
° A
information or application.

- APIs for Automation
Enroliment READ MORE

How it works

APIs for Consent

Ensure the customer's account has the
funds needed for a certain transaction.

READ MORE

This product includes the APIs needed to develop TPP applications with AIS/PIS functionalities:

*PSD2 API-ConsentC: contains the operations necessary to obtain the customer's consent
for accessing accounts opened with CEC Bank;

*PSD2 API-AccountsC: contains the operations necessary to develop AIS functionalities
(data about accounts is extracted with the limitations specified in the customer
consent);
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+«PSD2 API-PaymentsC: contains the operations necessary to develop the PIS (you can
initiate transactions for which the customer authorization is required) and PIIS (you
can confirm the availability of a certain amount in the account based on a valid account
consultation agreement) functionalities.

In order to access/test the above APIs, the TPP application must subscribe to use them. When
calling API operations, application authentication parameters are required: Client Id and Client
Secret. Also, calling APIs: PSD2 API-ConsentC, PSD2 API-AccountsC, PSD2 API-PaymentsC
is allowed only if the Tpp-Signature-Certificate header parameter of each call is filled with the
EIDAS certificate of the TPP of the form:

XXXEXAMPLExxxxxxxxXxEXAMPLExxxxxxxxxXxEXAMPLExxxxxxxxXxXx EXAMPLExxxxxxxE
XAMPLExxxxxxXxXXEXAMPLExxxxxXxXxXXXEXAMPLExxxxxxxxxXxEXAMPLExxxxxxxEXA
MPLExxxxXXXXX EXAMPLEXxxXxXxXxXXXXEXAMPLExxxxxxxxxxEXAMPLExxxxxxxEXAMPL
ExxxxxxxxXxEXAMPLExxxxxxxxXxXxEXAMPLExxxxxxxxxxEXAMPLExxxx----- END
CERTIFICATE-----

A

CEC m Bank PRODUCTS v HOW IT WORKS CONTACT US GN ) @

Back | Our Products APIS FOR

PAYMENTS

O u r prod u Cts APIS FOR CONSENT

APIS FOR ACCOUNT
INFORMATION

APIS FOR
AUTOMATION

Al =rear - yments

< Back to Home Page

®  APIs [or paymernls

® APIs for consent
Provide the CEC Bank users with money
APIs for account transfer services, directly from your platform
° T
information or application.
2 APIs [or Autormation
Enroliment READ MORE

How it works

APIs for Consent

Ensure the customer's account has the
funds needed for a certain transaction.
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2.1 Flow description for obtaining customer accounts data

1 La =olicitarea TP, aplicatia TPP informeaza ASPSP ca un dient al zau doreste 5a-si vizualizeze datele

conturilor [se apeleaza operatia POST fvl/consents — pentru autentificare aplicatie TPP se trimite Client Id si
certificatul EIDAS al TPP - format .oem )

de tip consent nou creatilr prec
d despre serverul de auto

3. Aplicatia apeleaza operatia GET foauth2 fauthorize pentru autorizare consent

4.Clientul = gyrentifica in plasfarma de aurentifisacs. CEC Bank ytilizand credentialele de lpgars in aplicasia de
Intermet Banking CEC Online

v

5. Dupa autenifisars, slientulyl i s= s9licita acerdyl REOCY, AnResarss santuriler deschise = CEC Bank.

6.2 la ggdresg de
N redirect s2 primssie
URRRAAED GURKIL —_— meszi de sroare,
contunloe? - .
Zacress. denisd”

D&

6.b L= geifgs de redirect se primasie valgares sodulyl de anqes nentry aplisatie (Rarameul code)

7. Utilizand codul obtinut [ pasul &, aplicatia solicita token de acces (apeleaza ocperatia FOST foauth? ftoken)

I

8. L= agligsa, de redirect se timits ValRRISR 35RRE.5RkER d= Sipyl bearer, precum siyvaloares rafrssh. daksn

9 Utilizand acces token obtinut |2 pasul 8, aplicatia solicita date desore conturi (apeleaza operatiile din AP1-ul

P50 APl-AccountsC, incepand cu operatia GET /vl /faccounts)
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2.1.1 Send request for taking over customer account access agreement:
create consent.

Call the POST operation /v1/consents in the PSD2 API API-Consent. In the Header the
following is mandatory:

- X-Request-ID
- TPP-Redirect-URI
- Tpp-Signature-Certificate.

In the "Security" section you will see the Log In button and after logging in, the subscribed
product application will be automatically selected.

In Body no information should be passed on. The content of the consent will be determined by
the customer after logging into the bank's system, in the consent authorization interface exposed
by the bank.

CEC Bank PRODUCTS v HOW IT WORKS CONTACT US t/TD @

Overview

POST Adfconsents Create consent

GET AMfconsents/{cansentl

nts/{cons..
DETAILS TRY IT
n nsen

Production, https:/api-test.cec.ro/cec/tpp/psd29c/vl/consents
nts/[consentl POST Development:

nts/[consent]

nts/[consentl

e 8 e o 8 e 8 o e o
0
m
m

Security Identificatian ~
GET / e
API K =
DELETE A co. ey
GET Afd/consents/(conse TestAPP - Crede ~
Definitions
Only subscribed credentials are selectable.
Parameters Header ~
Accept

Content-Type

e
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@ 201 Created

Response
Body Headers
D
{

"consentStatus": "received",

"consentId": "c9740868-b3de-1lef-a368-0a0800410000"™,

" links": {

"scaCAuth": {
"href": "https://api-test.cec.ro/cec/tpp/oaut

h/.well-known/ocauthauthorization-server"

}!
"self": {
"href": "https://api-test.cec.rofcec/tpp/psd29
c/vl/consents/c9740868-b3de-11ef-a368-0a0800410000"

}!
"status": {
"href": "https://api-test.cec.ro/fcec/tpp/psd29
c/vl/consents/c9740868-b3de-11ef-a368-0a0800410000/status™

}

In the response structure, the identifier of the newly created consent resource "consentld" is
received, as well as the link "scaOAuth" where the metadata of the Oauth 2.0 authorization

server is provided.

The TPP application must redirect the PSU to the bank authentication page, using the
authorization endpoint provided by the scaOAuth link.

api-test.cec.ro,

uthcec/oauth2/authorize”} "token_endpoint™: "https://api-
€_modes_supportead" : " [fragment,form_post] r =
values_supported™:"[]","id_token_encryption_enc_values_supported”:"[]

","poc”:"https://api-
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The example of the URL formation for Redirect can be found in the "Location" attribute of the
response header of the POST operation /v1/consents:

Location:

https://api-test.cec.ro/cec/tpp/oauthcec/oauth2/authorize?

response_type=code
&scope=AlS:43a5ala0-a456-11ec-b4e2¢-00a0800270000
&redirect _uri=https://example.com/redirect
&client_1d=28xxxxxxxxxxfe8a3

&code_challenge=<code challenge value>

&code challenge method=<code challenge method>

Before use, the link in the "Location" header must be filled in by the TPP application with the
value of the code challenge parameter (PKCE challenge according to cryptographic RFC 7636
- https://tools.ietf.org/html/rfc7636 used to prevent code injection attacks,

code challenge method="S256")

2.1.2 Customer authentication in the bank system

The TPP application redirects the client to the authorization URL formed in the previous step,
where the login window in the authentication platform opens.

The customer can log in using the username from the Internet Banking-CEC Online application
and the code generated by the code generating device or eToken application.
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https://api-test.cec.ro/cec/tpp/oauthcec/oauth2/authorize
https://tools.ietf.org/html/rfc7636

@ api-test.cec.ro/cec/tpp/oauthcec/oauth2/authorize?response_type=code8&iscope=AIS:a2308f60-76e3-11eb-9881-0a0

CEC [{J Bank

CEC Bank - Authorization
Platform

User CEConline

testcecapi

Cod acces

srnsnenend

Introduceti Numele dvs de utilizator din aplicatia
CEConline si Codul de acces generat de dispozitivul de

autentificare

2.1.3 Customer agreement to consult account data

After successfully logging in and identifying the logged in customer, the agreement takeover
window for accessing the accounts by the TPP application appears.

Depending on the permissions granted by the customer for each payment account in the list, the
TPP application will be able to visualize the accounts' IBANs and will have access to the balance
visualization, respectively to the transaction list
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CEC [{J Bank

Solicitare acord accesare conturi

Bine a4 venit. testcecapl

Aplicatia APP_Documentatie SOLICITA parmisiunea G2 a 8ccesa contunie ovs. deschise la
CEC Bank cu scopu

AIS Vizusizare date contur

U Selecteaza / Deselectaaza tot

Conturi

T RO42CECEQVVIB9E00NT093544
% RO4OCECERTI29200NS883243

T RO12CECERTS2REUeb283138

ROO3CECERTIZRTSXVES35199
2 ROMCECEQWIIRBUeDAISTSET

Balante

T RO42CECEQWI892L0N2992544
9 RO4ICECERTIZ0200NEE83343

B RO12CECERTI2REUeD8283338

B ROOICECERTIRTSXVE535199
4 RO4SCECEQWIIRBUeLAISTS61

Tranzactil

B RO42CECEQWDBIEOONDID3544
¥4 RO4ICECERTI20200N5883343

% RO12CECERT92REUeDEES3IE

4 ROO3CECERTI2RTSXVE535199
€ RO4BCECEC\WIIRSUeba357561

Actionati [Peemit Acces!] daca suntet! de acord sau [Nu sunt 62 acord] daca nu suntet! de scord.

Apasand Permi Acces! vetl fi reciractat 1a acresa htps:iexample.comedirect

If you click 'T don't agree!", the redirect address of the TPP application will send
"error=acces_denied"

2.1.4 Application access code generation

After the customer allows access to the accounts, the access code for the application ("code") is
sent to the redirect address provided by the TPP application.

& hitps Jexample comyredirect 'code = AAAMWE2ZhTMTwAPbobS80McUEEIndolUznplleimwekzBeowulnP 5 QD2 INCMngF_xuk9dtioW 3xZInedjnGLUFLCFUngR0DN
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2.1.5 Get access tokens to consult accounts

The TPP application will provide the above access code in exchange for a resource access token
(Bearer Token), by calling the POST method /oauth2/token from the URL indicated in the
metadata "token endpoint", with the purpose "AIS:consentld" (the same purpose contained in
the access code provided in the previous step)

The request body must be sent in x--www-form-urlencoded format and must contain the
parameters below (the values shown correspond to the in/out parameters of the authorization
operation presented in the previous step):

- grant_type=authorization code
- client 1d=28xxxxxxxxxxfe8a3

- code= AATAIW82ZhTM7wAPbo6580McU6E9In40JUznpUe8mwoKzB6owulnP5SQD2z9NC
Mngf xuk9dtl9W3xZIn64jnGLuFLCFUnq80DN3CaEGTxtkwES5{fp2117DuxPacZovpRCGplsj7
V{o9lqphLkdxPDVKL3j

- redirect_uri= https://example.com/redirect

- scope= AlS:43a5ala0-a456-11ec-b4e2¢c-00a0800270000
- code_verifier=ginfeftejiscu
curl --request POST \

--url https://api-test.cec.ro/cec/tpp/oauthcec/oauth2/token \

--header 'accept: application/json' \

--header 'content-type: application/x-www-form-urlencoded' \

--header 'x-ibm-client-id: 28xxxxxxxxxxfe8a3\

--data 'grant_type=authorization code&client 1d=28xxxxxxxxxxfe8a3&code=
AATAIW82ZhTM7wAPbo6580McU6EIN40JUznpUe8mw6KzB6owuInP5QD2z9NCMngf xuk9
dtl9W3xZIn64jnGLUFLCFUnq80DN3CaEGTxfkwESfp2117DuxPacZovpRCGplsj7V{o9lqphLk
dxPDVKL3j&redirect uri= https://example.com/redirect&scope= AIS:a2308f60-76e3-11eb-
9881-0a06001a0000&code _verifier=ginfeftejiscu’'

200 OK

"token type": "bearer",
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https://example.com/redirect

"access token":
"AAIkM;jg2YjkINmYtZDQxMSO00OTMALTjMGUtYmI1ODE1YWZIOGEzIjPNvUaB8KlIeDg
PgFbjl7AANcFyG-HCnV-higPVI1o17kSDjRoCB7PSv8--
gKI1JuneC52uXWAgU7iE10A NYC6JITRYtYBi612DL88f4 uxormO0Bi6zBj611d1D3rtNI9u
TOdUAL2WHKSL5VjhJFQ",

"expires_in": 3595,
"consented on": 1614240924,
"scope": "AIS:43a5ala0-a456-11ec-b4e2¢c-00a0800270000",

"refresh_token": "AAJzZRQj3N2Wd-
3pb005516 19IS16ZL3Ut5n1w2gbh8YKS5vxjb86zMQcwILT29Dg-
4ZNHvcpBSr90uoemjU9LhUgkF0-dpHPTdShGuPJOwi6gCbfaxD3PSFu-
0TgKQzReCKxIOxPldguuuSM7Xquy4NudJ7LDVWRXIS2JBNpxtCGYQ",

"refresh token expires in": 2682000

In the response of the POST operation /oauth2/token, the access token value required by the calls
of the APIs PSD2 API-AccountsC, PSD2 API-ConsentC and the POST operation /v1/funds-
confirmations in PSD2 API-PaymentsC is found. It also specifies the refresh _token value, with a
validity period corresponding to the validity of the consent (max. 180 days), which can be used
to generate a new access_token without PSU involvement.

2.1.6 Getrefresh_token

To get a new valid access_token in exchange for the refresh_token, use the same POST
/oauth2/token operation, but with grant type=refresh token, as in the example below.

curl --request POST \

--url https://api-test.cec.ro/cec/tpp/oauthcec/oauth2/token \

--header 'accept: application/json' \

--header 'content-type: application/x-www-form-urlencoded' \

--header 'x-ibm-client-id: 28xxxxxxxxxxfe8a3\

--data 'grant_type=refresh token&client id=28xxxxxxxxxxfe8a3d&refresh token=
AAJzZRQj3N2Wd-3pb005516 19IS16ZL3Ut5Sn1w2gbh8YKS5vxjb86zMQcwILT29Dq-
4ZNHvcpBSr90uoemjUILhUgkF0-dpHPTdShGuPJOwi6gCbfaxD3PSFu-
0TgKQzReCKxIOxPldguuuSM7Xquy4NudJ7LDVWRXI52JBNpxtCGYQ
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2.1.7 Get account data

The GET /v1/accounts operation is called from the PSD2-AccountsC API, transmitting in the

header:

"x-ibm-client-id" :"the client id generated in the application creation step of the Dynamic

Enrollment api"

"x-Request-ID": "id such as: 123e4567-e89b-12d3-a456-426655440000"

"Authorization": "access the Bearer token obtained in the previous step",

"Consent-ID": "consentld value for viewing account data",

"TPP-Signature-Certificate":"EIDAS certificate of the TPP with PSP_Al role"

CEC [P Bank

Back | API Products | PSD2-CEC-APIC - API Developer Portal | PSD2 ARI-AccountsC - API Developer Portal

PSD2 API-AccountsC

® Overview
® GET vlfaccounts
® GET Mjdfaccounts

® GET Mjaccounts/(account

® GET M/dfaccounts/(accou...

® GET M/accounts/[account.

® GET M/dfaccounts/[accou...

® GET Mfaccounts/[account.

® GET M/d/accounts/{accou

® GET M/accounts/[account.

® GET M/d/accounts/{accou

® GET Mfcard-accounts

® GET M/card-accounts/(acc.

® GET M/card-accounts/{acc

® GET M/card-accounts/(acc.

@ Definitions

—
PRODUCTS v HOW IT WORKS CONTACT US [ EN v\l
S
.
getAccountlList
DETAILS TRY IT
Production, https/fapi-test cec.rofcec/tpp/psd29c/vi/faccounts
GET Development:
Security Identification -~
P t 1D
APl Key
TestAPP - Crede e

Only subscribed credentials are selectable.

API Secret
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Parameters Header ~

Accept

X-Request-1D Generate

2209d600-ce02-53f6-9096-09f33973748¢

Consent-ID Generate
8B67797977268224
Digest Generate

Is contained if and only if the "Signature” element is contained in ..

Signature Generate

A signature of the request by the TPP on application level. This mi...

TPP-Signature-Certificate Generate

-----BEGIN CERTIFICATE----- X EXAMPLEX:Co o EXAMPLEXOOOL .

PSU-IP-Address Generate
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@ 2000K

Response
Body Headers
{
"accounts™: [
{
"resourceId": "25511978",
"iban": "RO42CECEAGOZ202RON0O00OT4E6",
"currency": "RON",
"product": "Cont curent - persoane fizice - LE
I"r
"cashAccountType": "CurrentAccount”,
"name™: "421642",
"balances": [
{
"balancefmount™: {
"currency": "RON",
"amount": 26.46
b o
"balanceType": "closingBooked",
"referenceDate": "2024-12-06"
}
]f
" links": {
"balances": |
"href": "/vl/accounts/25511978/balance
i
}l
"transactions": {
"href": "/vl/accounts/25511978/transac
tions"

a
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2.1.8 Get account details
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PSD2 API-AccountsC g

o
]

® Overview
® GET Alfaccounts H

readAccountDetails
® GET Alidfaccounts
® GET fvlfaccounts/{acco.. DT o
® GET injdfaccounts/{accou
® GET Alfaccounts/{account..

Production, https/fapi-test.cecro/cec/ippfosd2oc/ivlfaccounts/{account-id}

® GET Alid/faccounts/{accou GET Development:

® GET Alfaccounts/[account

® GET Alidfaccounts/accou

Security Identification ~
® GET Alfaccounts/{account..
s}
® GET Aldfaccounts/accou APl Key
TestAPP - Crede ~

® GET Adfcard-accounts

® GET Anfcard-accounts/iacc..
Only subscribed credentials are selectable.

® GET Adfcard accountsiface
® GET fijeard accountsiface APl Secret

® Definitions

Authaorization ~

Authorization URLs
https:/192.168.2.31:443/cec/tpp/oauthcec/oauth2/authorize

Token URLs

CEC m Bank PRODUCTS v HOW IT WORKS CONTACT US E.) @

Accept

X-Request-ID Canerate

8ad42a4c-abbb-54b5-a826-al84eeec797b

Consent-ID Generate
7097487540092928

Digest Generate
s contained if and only if the "Signature" element is contained in .

A signature of the request by the TPP on application level. This mi

TPP-Signature-Certi

cate Generate

-----BEGIN CERTIFICATE-----xXXEXAMPLEXXXXXXXXXEXAMPLEXXXXX...

PSU-IP-Address Ganrate

The forwarded IP Address header field consists of the correspondi

PSU-IP-Port e

The forwarded IP Port header field consists of the corresponding
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PSU-Device-ID Generate

' <

UUID (Universally Unique Identifier) for a device, which is used by ...

PSU-Geo-Location Generate

The forwarded Geo Location of the corresponding http request b...

Path ~

account-id* Generate

6334995949908698

Query ~

withBalance

RESET SEND
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@ 2000K

Response
Body Headers
=
( O
"accounts"™: [
{
"resourceId": "25511978",
"iban": "RO42CECEAGO202RON0007466"™,
"currency": "RON",
"product": "Cont curent - perscane fizice - LE
",
"cashAccountType": "CurrentAccount”,
"name": "421642",
"balances": [
1
"balanceAmount"™: {
"currency": "RON",
"amount": 26.46
bo
"balanceType": "closingBooked",
"referenceDate™: "2024-12-06"
}
e
" links": {
"balances": {
"href": "/vl/accounts/25511978/balance
-
}I
"transactions": {
"href": "/vl/accounts/25511978/transac
tions"

Call the GET /v1/accounts/{account-id} operation in the PSD2-AccountsC API as follows:
In the Header the following is transmitted:

"x-ibm-client-id" :" the client id generated in the application creation step of the Dynamic
Enrollment api "

"x-Request-ID": "id such as: 123e4567-e89b-12d3-a456-426655440000"
"Authorization": "access the Bearer token obtained in the previous step",
"Consent-ID": "consentld value for viewing account data",
"TPP-Signature-Certificate":"EIDAS certificate of the TPP with PSP_Al role"

Parameters:

<PUBLIC>



"account-id": "Account id for which details are required"

Response:

{

"accounts": [
{
"resourceld": "25511978",
"iban": "RO42CECEQW9898bON9993644",
"currency": "RON",
"product": "Cont curent - persoane fizice - LEI",
"cashAccountType": "CurrentAccount",
"name": "421642",
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 320.02

}

alanceType": "closingBooked",
"referenceDate": "2022-03-16"

}
I,

" links": {
"balances": {
"href": "/v1/accounts/25511978/balances"
¥

"transactions": {
"href": "/v1/accounts/25511978/transactions"
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2.1.9 Getaccount balance
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PSD2 API-AccountsC

getBalances

® GET Adfd/accounts
® GET fvfaccounts/(a

count
DETAILS TRY IT
® GET A0

® GET /vlfaccountsf{acco..

Production, htips/fapi-test.cec.rofcec/ipp/psd22c/vl/accounts/{account-idl/balanc
accou GET Developmentes

jdfaccounts/

® CET fvlfaccounts/(account..

. ‘accounts/{accou
Security Identification ~
L GET Avlfaccounts/{account..
D
- 'accounts/{accou APl Key
L] accounts TestAPP - Crede ~

® GET fvl/card-accounts/{ace...
Oniy subscribed credentials are selectabls.

accounts/

® GET jvlcard accounts/iace... ARl Secrat

® Definitions

Authorization ~

Authorization URLs
ntrps:/f192168.2 31:443/cec/tpp/oauthcec/oauth2/authorize

Token URLs
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Parameters Headsr ~

Accept

X-Request-ID Generate

CcB5c4804-978e-522e-8f58-a76ecQ74efa4

Consent-ID T

6420072971108352
Digest Generate
Is contained if and only if the “Signature” element is contained in

A signature of the request by the TPP on application level. This mi...

TPP-Signature-Certificate Generate

-—-——-BECIN CERTIFICATE-—--- 3o E XA M P LE X000 EXAM P LEExoGoo

PSU-IP-Address Generate

CEC (B Bank PRODUCTS v HOW IT WORKS CONTACT US EN

6

PSU-Device-ID Generate

l (

UUID (Universally Unique Identifier) for a device, which is used by

PSU-Geo-Location Generate

The forwarded Geo Location of the corresponding http request b..

Path ~

account-id* Generate

5102600656365155

RESET

W
m
=
=]
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Response
Body Headers
O
{
"account": {
"iban": "RO42CECEAGO202RON0007466",
"currency": "RON"
}I
"balances": [

{

"balanceAmount™: {

"currency": "RON",
"amount": "26.46"
By
"balanceType": "closingBooked",
"referenceDate": "2024-12-06"

Call the GET /v1/accounts/{account-id}/balances operation in the PSD2-AccountsC API as
follows:

In the Header the following is transmitted:

"x-ibm-client-id" :"client id generated by the application created on the portal"
"x-Request-ID": "id such as: 123e4567-e89b-12d3-a456-426655440000"
"Authorization": "access the Bearer token obtained in the previous step",
"Consent-ID": "consentld value for viewing account data",
"TPP-Signature-Certificate":"EIDAS certificate of the TPP with PSP_Al role"

Parameters:

"account-id": "Account id for which details are required"

<PUBLIC>



Response:

{

"account": {
"iban": "RO42CECEQW9898bON9993644",
"currency": "RON"

5

"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": "320.02"

}

n

alanceType": "closingBooked",
"referenceDate": "2022-03-16"

2.1.10 Get transaction list by account

CEC (B Bank PRODUCTS v HOW IT WORKS CONTACT US (:/EN
e -

Back | API Products | PSD2-CEC-APIC - AP Developer Portal | PSD2 APl-AccountsC - API Developer Portal

PSD2 API-AccountsC

‘\L/

® Overview
® oefmesune getTransactionList

® GET Aidfaccounts
® GET Alfaccounts/[account.

DETAILS TRY IT
®  GET Alidfaccounts/iaccou..

® GET A/accounts/[account.

Production, https./fapi-test.cec.rofcec/tpp/psd29c/vl/accounts/{account-idlftransac
® GET Ml/d/accounts/{accou.. GET Developmenttions

® GET Al/accounts/{acco..

® GET A/dfaccounts/{accou..

Security Identification ~

® GET Al/accounts/[account.

AP K Copy client ID
- faccounts/{accou d
® GET Aljcard accounts TestAPP - Crede ~
® GET Al/card-accounts/facc

Only subscribed credentials ars selsctabls.
® CET ard-accounts/{acc.
® GET jvljcard-accounts/{ace API Secret
® Definitions

Authorization ~

Authorization URLs
https://192.168.2.31:443/cec/tpp/oauthcec/oauth2/authorize

Token URLs
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Parameters Header ~

Accept

X-Request-ID Generate

cB5c4804-2978e-522e-8f58-a76ec074ef44

Consent-ID Generate

6420072971108352

Digest Generate

Is contained if and only if the "Signature" element is contained in

Signature Generate

A signature of the request by the TPP on application level. This mi..

TPP-Signature-Certificate Generate

-—-——-BECGIN CERTIFICATE-—--- 30 B A M PLE X OO0 EXAM P LEEXOOOEK .

PSU-IP-Address Generate

‘ :EC Bank PRODUCTS v HOW IT WORKS CONTACT US EN - e

The forwarded Geo Location of the corresponding http request b...

q

Path ~
account-id”

Generate

5610580470623499

Query -~
bookingStatus®

booked

dateFrom

07/08/2024

dateTo

07/10/2024

entryReferenceFrom Generate

<
|| el @ ||

jesdearfumunef

deltalist

withBalance

true ~
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@ 2000K

Response
Body Headers
=
( O
"account": {
"iban": "RO42CECEAGOZ02RON0007466"
Ir
"transactions": {
"booked": [
{
"transactionId": "1566614557",
"creditorName": "",
"creditorAccount": {
"ipban": ""
i s
"transactionhmount™: {
"currency": "RON",
"amount™: -102.59
i s
"bookingDate": "2024-12-06",
"valueDate™: "2024-12-08",
"remittanceInformationUnstructured”: "Capi

talizare dobanda-Achitare dobanda neta la scadenta din con
t curent pentru contractul nr 207493400"

B

{

"transactionId": "1566614556",
"creditorName": "",
"creditorAccount": {

n iban" : mn

i

Call the GET /v1/accounts/{account-id}/transactions operation in the PSD2-AccountsC API as
follows:

In the Header the following is transmitted:

"x-ibm-client-id" :"client id generated by the application created on the portal"
"x-Request-ID": "id such as: 123e4567-e89b-12d3-a456-426655440000"
"Authorization": "access the Bearer token obtained in the previous step",
"Consent-ID": "consentld value for viewing account data",

"TPP-Signature-Certificate":"EIDAS certificate of the TPP with PSP_Al role"

Parameters:
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"bookingStatus": can be: "booked", "pending", "both"
"dateFrom": "start date ieterval search transactions"
"dateTo": "end date ieterval search transactions"

"account-id": "Account id for which details are required"

Answer:

{

"account": {
"iban": "RO42CECEQW9898bON9993644"
5

"transactions": {
"booked": [
{
"transactionld": "1174425360",
"creditorAccount": {},
"transactionAmount": {
"currency": "RON",
"amount": -19.8
s
"bookingDate": "2021-10-10",
"valueDate": "2021-10-10",
"remittancelnformationUnstructured": "Sqpytqlyzqru torqntq-
Qsxytqru torqntq nutq 1q ssqtuntq tyn sont surunt puntru sontrqstul nr 8§94414336"

5

{
"transactionld": "1174425359",

"creditorAccount": {},
"transactionAmount": {
"currency": "RON",
"amount": -2.2
}s
"bookingDate": "2021-10-10",
"valueDate": "2021-10-10",
"remittancelnformationUnstructured": "Plqtq ympozyt-
Plqtq ympozyt 1q ssqtuntq tyn sont surunt puntru sontrqstul nr 894414336"

s

{
"transactionld": "1174425358",

"debtorAccount": {},

<PUBLIC>



"transactionAmount": {
"currency": "RON",
"amount": 22

s

"bookingDate": "2021-10-10",

"valueDate": "2021-10-10",
"remittancelnformationUnstructured": "Sqpytqlyzqru torgntq-
Sqpytqlyzqru torqntq rrutq lq ssqtuntq yn sont surunt puntru sontrqstul nr 894414336"

i
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2.1.11 Get transaction details

CEC {}J) Bank

Back | API Products |

PSD2-CEC-APIC - API Developer Portal |

\
|

PRODUCTS v HOW IT WORKS CONTACT US

-
‘z

PSD2 API-AccountsC - API Developer Partal

PSD2 API-AccountsC

® Overview

® GET A/accounts

® GET A/d/accounts

® GET Al/accounts/{account.

® GET A/dfaccounts/{accou

® GET Alaccounts/{account...

® GET A/dfaccounts/{accou

®  GET Alfaccounts/account...

® GET A/dfaccounts/{accou

® GET /M/faccounts/{acco..

® GET A/dfaccounts/{accou

® GET Ad/card

® GET jAdjcard

® GET fd/card

® GET M/card

® Definitions

accounts
accounts/[ace

accounts/{acc

accountsflacc...

getTransactionDetails

GET

Security

DETAILS TRYIT

Production, https/fapi-test.cec.ro/cec/ipp/psd29c/vi/accounts/{account-id}/transac

Developmentzions/{resourceld}

Identification ~

API| Key

TestAPP - Crede ~

Only subscribed credentials are selectable.

API Secret

Authaorization ~

Authorization URLs

https: /1921682 31:443/cec/tpp/oauthcec/oauth2/authorize

L

Token URLs
I Y
CEC Ban pRODUCTS v How T woRKs conTacT Us (on D)
S A
Parameters Header ~
Accept
X-Request-ID e

C85c4804-978e-522e-8fS8-a76ecO74efaq

Consent-ID T

6420072971108352
Digest s
Is contained if and only if the "Signature” element is contained in

A signature of the request by the TPP on application level. This mi...

TPP-Signature-Certificate Generate

-——-BEGIN CERTIFICATE -~ 2630 B Pl L E 363300 00308 B DA M B L E SO0

PSU-IP-Address Generate
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The forwarded Geo Location of the corresponding http request b...

Path ~

account-id* Generate

4903051341521048

resourceld” Generate

6466182968246272

RESET SEND

© 200 0K
Response
Body Headers
-
( O
"transactions™: {
"booked": [
{
"transactionId": "1444173462",
"creditorName": "",
"creditorAccount™: |
"ipan": ""
}I
"transactlonhmount"™: {
"currency": "RON",
"amount™: -271.46
i s
"bookingDate": "2023-10-11",
"valueDate™: "2023-10-11",
"remittanceInformationUnstructured”": "Capi

talizare dobanda-Achitare dobanda neta la scadenta din con
t curent pentru contractul nr 209304160"
h

}l’
"account"™: {
"ipban": "RO42CECEAGO202RON00D07466"
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Call the GET /v1/accounts/{account-id}/transactions/{resourceld} operation in the PSD2-
AccountsC API as follows:

In the Header the following is transmitted:

"x-ibm-client-id" :"client id generated by the application created on the portal"

"x-Request-ID": "id such as: 123e4567-e89b-12d3-a456-426655440000"

n.n

"Authorization": "access the Bearer token obtained in the previous step",
"Consent-ID": "consentld value for viewing account data",
"TPP-Signature-Certificate":"EIDAS certificate of the TPP with PSP_Al role"
Parameters:

"account-id": "Account id for which details are required"

"resourceld": "Transaction I1d"

Response:

{

"transactions": {
"booked": [
{
"transactionld": "1174425360",
"creditorAccount": {},
"transactionAmount": {
"currency": "RON",
"amount": -19.8
s
"bookingDate": "2021-10-10",
"valueDate": "2021-10-10",
"remittancelnformationUnstructured": "Sqpytqlyzqru torqntq-
Qsxytqru torgntq nutq lq ssqtuntq tyn sont surunt puntru sontrgstul nr 894414336"

5
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"debtorName": "",
"debtorAccount": {
"iban": ""
¥
"transactionAmount": {}
h
]
s
"account": {
"iban": "RO42CECEQW9898bON9993644"
b

}

2.2 Initiate and authorize payments using PSD2 API-PaymentsC service
operations

The PSD2 API-PaymentsC service can be used by TPP with PISP role (EIDAS certificate that
includes the PSP_PI role) in order to initiate payments on behalf of a customer.

It 1s assumed that the data about the debtor account involved in the transaction has been obtained
previously, usually by using the GET /v1/accounts operation in the PSD2 API-AccountsC
service.

The payment initiation/processing flow diagram is shown in the figure below:
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PSU PISP TPP CEC Bank

Initiates payment request

POST/ payment initiation request

< Response’ paymentlD and staRedirect=url 10 CEC Bank U
Redirects PSUto CEC Bank Ul
Executes PSU SCA 2
CECBank Wi
o Redirects back to PISP TPP
-:- - GET/ Payment status request -
" Information about payment ] Payment status response -

PSU PISP TPP CEC Bank

The following steps are distinguished in the flow:

1. The (PSU) customer requests the payment initiation in the TPP application. The TPP
application uses the POST operation /v1/{payment-service}/{payment-product} to
transmit to the Bank the payment data requested by the customer.

2. The Bank service verifies the correctness of the data and stores the payment data, the
response returned to the TPP application specifying the payment identifier and the
scaOAuth link (used to determine the URL of the interface exposed by the bank for
payment authorization).

3. The TPP application redirects the customer to the authorization interface exposed by
the bank.
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4. In the CEC Bank Authorization Server interface, the customer is authenticated in the
bank's system based on the login credentials in the Internet Banking-CEC Online
application.

5. After successful authentication, the customer agrees to process the payment or can
reject it.

6. The customer is redirected to the TPP application. If the payment has been authorized
by the customer, a code is sent to the redirect address of the TPP application, which
can be used by the TPP application to obtain the token to access the payment
status/data.

7. The TPP application obtains tokens to access data and payment status. To check the
payment status use the GET /v1/{payment-service}/{payment-
product}/{paymentld}/status operation.

8. The bank service returns the payment status to the TPP application, which displays it
to the customer.

Example of flow:
2.2.1 POST operation

/v1/{payment-service}/{payment-product} can be used with the values payment-
service=payments and payment-product=sepa-credit-transfer, and the payment data is sent in
JSON format. The parameters TPP-Redirect-URI, X-IBM-Client-1d , X-Request-ID and TPP-
Signature-Certificate in the request header are mandatory.

The debtorAccount parameter is optional in the flow. You can choose the option to introduce in
the request body or select it on the authorization page if it is not sent in the body.
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PSD2 API-PaymentsC

® Overview

® POST AMlf/{payment-ser.. initiatepayment

® GET A/{payment-servicel/

® DELETE Alf[payment servi
DETAILS TRY IT

® GET A/d/[payment-servic

® DELETEA

payment-se...
Production, https:/fapi-test.cec.rofcec/tpp/psd22p/vi/[payment-servicel/[payment-

®  GET AM/fpayment servicel/ POST Developmentproduct}

L ] GET AM/d/[payment-servic.

® POST Af[payment service..

Security Identification ~
® CET A/{payment-service)/
ABI K Copy client ID
® GET A/[payment servicel/ =
® ©PUT AV[payment servicel/. TestAPP - Crede ~
® POST AMf[payment-service...
Only subseribed credentials are selectable.
® CET A/{payment servicel/
® GET Af{payment-servicel/..
®  PUT Alf{payment-servicel/..
31 AT s- r
® POST Adffunds-confirmat Parameters Header N
® POST ffd/funds confirma Accept
® Definitions
Content-Type
application/json ~

CEC Bank PRODUCTS v HOW IT WORKS CONTACT US Q - e

® Definitions

Content-Type

application/json

X-Request-1D Generate

c5271314-0f22-5fe4-89fd-9f6c2efb23dd

PSU-IP-Address Generate

25117218618

Digest Generate

' ' ' (

Is contained if and only if the "Signature" element is contained in ...

Signature Generate

A signature of the request by the TPP on application level. This mi...

TPP-Signature-Certificate Generate

-----BEGIN CERTIFICATE-----xxX EXAMPLEXXXXXX XXX EXAMPLEXXXXX...

PSU-TD Generate

Client ID of the PSU in the ASPSP client interface. Might be mand...
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Path -
payment-service®

payments .

payment-product”

sepa-credit-tran o
Body "
generated

{
instructedAmount” {
“currency”: "RON",

‘amount™ "3.50"
1

RESET I
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@ 201 Created
Response

Body Headers

a

"transactionStatus": "RCVD",
"paymentId": "d9a7bB68-b3el0-1lef-9aTb-0a0800410000™,
" links": {
"scaOhuth™: {
"href": "https://api-test.cec.ro/cec/tpp/oaut
h/.well-known/ocauthauthorization-server"
b5
"self": {
"href": "vl/payments/sepa-credit-transfers/d%a
Th868-b3el-11ef-9%9a7b-0a0800410000™
b5
"status": {
"href": "vl/payments/sepa-credit-transfers/d%a
7b868-b3el-11ef-9a7b-0a0800410000/status"
}

The response indicates the status "RCVD" (transaction registered for authorization), the payment
reference-paymentld, and the scaOAuth link to be used to determine the payment authorization
endpoint, based on the Oauth 2.0 authorization server metadata.

2.2.2 The TPP application must redirect the PSU to the bank login page

using the authorization endpoint provided by the scaOAuth link.

< C @ api-test.cec.ro/cec/tipp/oauth/ well-known/ocauthauthonzation-server T N e
{"issuer":"hteps://api-test.cec.ro" [Fauthorization_endpoint™:“https://api-test.cec.ro/cec/tpp/oauthcec/oauth2/authorize) [“token_endpolnt"§"hteps://api-
Test.cec,ro/cec/tpp [CaUtncec/Cautha/ token |, response_types_supported : [COde,none] , response_moces_supported :

{fragment, form_post )™, grant_types_supported”: “[authorization_code)”, "id_token_signing_alg_values_supported”:"
{RS256)","id_token_encryption_alg_values_supported”:"[]","id_token_encryption_enc_values_supported™:"[]","poc”:“https://api~
test.cec.ro/cec/","name” : "OauthCEC” , "registration_endpoint™:"https://apiportal-test.cec.ro/cec/tpp/"}

The example of the URL formation for Redirect can be found in the "Location" attribute of the
response header of the POST operation /v1/{payment-service}/{payment-product}:
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Location :

response_type=code
&scope=PIS:5d935a04-7756-11eb-a2£7-0a06001a0000
&redirect uri=https://example.com/redirect
&client_1d=286xxxxxxxxxxxxxxxxxfe8a3

&code challenge=<code challenge value>

2.2.3 The TPP application redirects the customer to the URL formed in point
2.2.2

which opens the customer login screen in the bank system. The customer is authenticated by the
bank based on the user defined in the Internet Banking-CECOnline application and the access
code generated by the physical device he/she owns or by the eToken application installed on the
mobile phone

8 api-test.cecro/cec/tpp/oauthcec/cauth2/authonze?response_type=codediscope=PIS;5d935a04-7756-11eb-2217-0a

CEC [{J Bank

CEC Bank - Authorization
Platform

testcecap
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2.2.4 If successfully logged in, the customer can view the initiated payment
data from the TPP application.

If the IBAN has been transmitted in the <debtorAccount> parameter it is displayed in the <Iban
Account Payer> area.(see figure below)

CEC [{J Bank

Confirmare Plata din cont deschis la CEC Bank
initiata din aplicatia "AppTestTpp1"

Pentru a confirma plata cu datele de mai jos actionati "Confirm plata!".

Identificator plata 5d935a04-7756-11eb-a2f7-0a06001a0000
Suma de plata 100.00 RON

Iban Cont platitor RO42CECEQW9898bON9993644
Denumire Beneficiar | Creditor Name

Iban Cont beneficiar ROS51RZBR7531710377217771433
Detalii plata test description

- Confirm plata!

Puteti autoriza plata numai daca sunteti utilizator al serviciului Internet Banking-
CECOnline

If the <debtorAccount> parameter has not been filled in when initiating the payment, in the
authorization window you can select from a list. The list is filled in with all the IBANSs from
which the payment can be made (see figure below)
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CEC [{J Bank

Confirmare Plata din cont deschis la CEC Bank
initiata din aplicatia "Sandbox dev"

Pentru a confirma plata cu datele de mai jos actonal "Confirm platal™

Identificator plata 431fb6b2-€059-11ee-9b61-0a1200740000
Suma de plata 3.50 RON
Iban Cont platitor | RO42CECEQWI898bONTISII644 v |

e emmmy RO42CECEQWIB98DONGI03644 gue
Denumire Beneficiar | 'R049CECER7929200NE883343

Iban Cont beneficiar | DE02100100109307 118603
Detalii plata Ref Number Merchant

| =etuz platal | Confirm plata!

2a pRaia mai daca suntetl uhkzas

You can authorize the payment by pressing the "Confirm payment!" button or cancel it by
pressing the "Reject payment!" button

api-test.cec.ro says

Plata a fost trimisa catre procesare. Pentru mai multe informatii

Confirmare Plata din cont deschis la CEC Bank
initiata din aplicatia "AppTestTpp1"

Pentru a confirma plata cu datele de mai jos actionati "Confirm plata!”.

Identificator plata 5d935a04-7756-11eb-a2f7-0a06001a0000
Suma de plata 100.00 RON
Iban Cont platitor RO42CECEQW9898bON9993644

Denumire Beneficiar Creditor Name
Iban Cont beneficiar RO51RZBR7531710377217771433
Detalii plata test description
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2.2.5 |fthe payment has been authorized by the customer, a code is sent to
the redirect address of the TPP application, which can be used by the
TPP application to obtain the token to access the payment status.

64 & hitpsy/example.com/redirect?code » AAKhmogBTtkkA DY -0og-fA1GGehIASKTsabVdBDy TiO2wig COgXOIOWIluEUXdm-b2eegYS-oFmyGZude TGCAR0

2.2.6 The TPP application will provide the above access code in exchange for
a token to access the payment data (Bearer Token)

by calling the POST method /oauth2/token from the URL indicated in the metadata
"token endpoint", with the purpose "PIS:paymentld" (same purpose contained in the access code
provided in the previous step)

The request body must be sent in x-www-form-urlencoded format and must contain the
parameters below (the values shown correspond to the in/out parameters of the authorization
operation presented in the previous step):

- grant type=authorization code
- client 1d=28xxxxxxxxxxfe8a3

- code= AAKhmcq8TtkkADrV-Ooqg-
fA1GGehJASxTsabVdBDyTiO2wJgCOgtXOIQWf0u6UX4m-b2eegy S-
gFmyGZu3eTGC4R0QGZIs6fLVI2XrKjsgllqwE9gd6cF5YxsxgLqWyCoU8sg MhhedaRianFH
hD6JPF

- redirect_uri= https://example.com/redirect

- scope= PIS:5d935a04-7756-11eb-a2t7-0a06001a0000
- code_verifier=ginfeftejiscu
200 OK

{ "token_type": "bearer",
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https://example.com/redirect

"access token":
"AAIkM;jg2YjkINmYtZDQxMSO00OTMALTMGUtYmI1ODE1YWZIOGEzckcP8z5ntow2H6
KjCNXCtdGSONM3-

wBIlrrZcl6kSrgUMFmHWWelL7jJ6V6TyF4IPrDJ5;7bYt LBiRXxZW YkFIoN2gn1mHIqE;jFFb
Epy2PxFpCn5RrgruyL.Bdc8r5-0vinAB5q2ThhRWQzw8LIXIKw",

"expires_in": 3595,
"consented on": 1614253740,
scope": "PIS:5d935a04-7756-11eb-a2f7-0a06001a0000",

"refresh_token": "AAJE8ZA8occfs50iHNOImOYwlwLaTkXDVv9jO1xyNDe3JMRVXMOdSe-
QOWfu0Q5TOLvDaSOW_4UqiMrhLSDa79xiwlI-

TkplVeT a57AclheDIftRzZR1eDWJYoHan34yutNrXMU7KY3XMe rItRIQXSEzbs98FiMc jUS
AIKIZPXGQw",

"refresh token expires_in": 2682000

In the response of the POST /oauth2/token operation, the access token value needed to call the
other operations in the PSD2 API API-PaymentsC API is found. It also specifies the
refresh_token value, with a validity period corresponding to the validity of the consent (max. 90
days), which can be used to generate a new access_token without PSU involvement.

To get a new valid access_token in exchange for the refresh_token, use the same POST
/oauth2/token operation, but with grant type=refresh token and the required client id and
refresh_token parameters, as in the example below.

curl --request POST \

--url https://api-test.cec.ro/cec/tpp/oauthcec/oauth2/token \

--header 'accept: application/json' \

--header 'content-type: application/x-www-form-urlencoded' \

--header 'x-ibm-client-id: 28xxxxxxxxxxfe8a3\

--data 'grant_type=refresh token&client id=28xxxxxxxxxxfe8a3&refresh token
AAJE8ZABoccfs5SoiHNO6IMOYwlwLaTkXDVv9jO1xyNDe3JIMRVXMOdSe-
QOWfu0Q5TOLvDa5OW_4UqiMrhLSDa79xiwl-

TkplVeT a57AclheDIftRzZR1eDWJYoHan34yutNrXMU7KY3XMe rlItRIQXSEzbs98FiMc jUS
AIKIZPXGQw
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2.2.7 Payment status

You get it with GET /v1/{payment-service}/{payment-product}/{paymentld}/status . In the
Authorization parameter of the header, enter the value access_token obtained in step 7.

CEC m Bank PRODUCTS v HOW IT WORKS CONTACT US l\/lEN‘" ) @

Back | API Products | PSD2-CEC-APIC - API Developer Portal | PSD2Z API-PaymentsC - API Developer Portal

PSD2 API-PaymentsC

NS

® Overview

o rosTillesyment servee getPaymentlinitiationStatus

® GET M/{payment servicel/...
® DELETE A/[payment-servi..

DETAILS TRY IT
® GET AM/d/[payment-servic
® DELETE A/d/{payment-se_ _ )

Production, https:/fapi-test.cec.rofcec/tpp/psd29pivi/{payment-servicel/{payment-

® GET Af{payment-servi... GET Developmentproductl/{paymentid}/status
@ GET M/d/[payment-servic...

®  POST Avl/[payment service...

Security oauth o
® GET Mf{payment-service)/
® GET M/{payment servicel/...
® PUT Alfpayment-servicel/ Identification ~
@ POST Al/[payment service.. API Key Copy client ID
® GET Mf{payment-service)/
TestAPP - Crede ~

® GET M/{payrmnent-service}/
® PUT AMlf{payment-servicelf Only subscribed credentials are selsctable.
® POST Al/funds-confirmati...

API Secret
® POST Avl/d/funds-confirma
® Definitions

Authorization ~
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CEC [J) Bank

CEC (Y Bank

PRODUCTS v HOW IT WORKS
Parameters Header ~
Accept

Content-Type

X-Request-ID

82ccc8d7-92f1-58dd-9e6e-57d22f332a02

CONTACT US [ EN ~

Generate

Digest

Generate

Is contained if and only if the "Signature” element is contained in

Signature

Generate

A signature of the request by the TPP on application level. This mi...

TPP-Signature-Certificate

Generate

---——-BEGIN CERTIFICATE----- 00K E XA M P L B0 E XAM P LEX00CK...

PSU-IP-Address

3B.122104.38

Generate

PSU-IP-Fort

PRODUCTS v HOW IT WORKS

P5U-Geo-Location

Generate

CONTACT US EN ~

Generate

The forwarded Geo Location of the corresponding http request b...

Path ~
payment-service®

payments

payment-product®

sepa-credit-tran

paymentId”

4895873435697152

Generate
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@ 2000K
Response

Body Headers

"transactionStatus": "ACCP"

Payment status can be (ISO 20022):

'RCVD'": 'Received' - Payment initiation has been received by the receiving agent (status before
payment authorization by the customer)

'ACCP": 'AcceptedCustomerProfile' - Preceding check of technical validation was successful.
Customer profile check was also successful(payment status after customer authorization).

'ACTC'": 'AcceptedTechnical Validation' - Authentication and syntactical and semantical
validation are successful(payment technically verified).

'ACSP'": 'AcceptedSettlementInProcess' - All preceding checks such as technical validation and
customer profile were successful and therefore the payment initiation has been accepted for
execution (payment in progress)

'ACSC': 'AcceptedSettlementCompleted' - Settlement on the debtor’s account has been
completed (the amount to pay has been debited from the payer's account)

'ACCC'": 'AcceptedSettlementCompleted' - Settlement on the creditor's account has been
completed (the amount paid has been registered to the creditor's account)

'RICT": 'Rejected' - Payment initiation or individual transaction included in the payment
initiation has been rejected.(payment not authorized by the customer)

'CANC'": 'Cancelled'-Payment initiation has been cancelled before execution(payment refused by
the bank for various reasons: lack of availability, AML/Embargo restrictions, etc.).
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2.3 Funds confirmation service - PIIS functionality

The operation that can be used to confirm the existence of an amount in the account is POST
/v1/funds-confirmations and is developed in the PSD2 API-PaymentsC APIL

When calling this operation, a valid bearer access token is requested for the purpose
"AlS:consented", where the consent identifier (consented) identifies a valid consent given by the
customer to consult the balance of the respective account.

CEC @ Bank PRODUCTS v HOW IT WORKS CONTACT Us [\EN ) @

Back | API Products | PSD2-CEC-APIC - API Developer Portal | PSD2 API-PaymentsC - AP| Developer Portal

PSD2 API-PaymentsC =

@ Overview

o STt sene. checkAvailabilityOfFunds

® GET Al/[payment-servicel/..
® DELETE M/[payment-servi.
DETAILS TRYIT
® CET AM/df[payment-servic..
@ DELETE vl/d/{payment-se... _
Production, https:/api-test.cec.rofcec/tppiosd29p/vl/funds-confirmations
® GET Al/[payment-servicel/.. POST Development:

® CET AM/df[payment-servic..

@ POST Mf|payment-service..

Parameters Header ~
® CET A/[payment-service)/..
Accept
® CET A)/[payment-servicel/..
® PUT Af[payment-service)/..
@ POST Nfpayment-service.. Content-Type
® GET Al/[payment-servicel/..
® CET A)/[payment-servicel/..
"
X-Request-ID Generate

® PUT Af[payment-service]/..

8 POST Affunds-confir... i
38e50151-ff46-5914-b0b3-9f983cB596¢]1

® POST AM/dffunds-confirma..

@ Definitions Consent-ID Generate

This data element may be contained, if the payment initiation tra..
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CEC Bank PRODUCTS v HOW IT WORKS CONTACT US /EN—-D @

N

g enerate

Is contained if and only if the "Signature” element is contained in
Signature Generate

A signature of the request by the TPP on application level. This mi..

TPP-Signature-Certificate Generate

-----BEGIN CERTIFICATE-----; MK EXA M PLE)R X EXA M P LEX XXX X....

o
-]
a
=
%

Generate

“"cardNumber": "6376843640995840",
"account”: {
“iban": "FR7612345987650123456782014",
‘hhant "RADCIIRARRIF RAGRTR

RESET SEND

If the access token is not fit for purpose or has expired or the consent resource does not include
the account for which confirmation is requested, error codes 401 (UNAUTHORIZED) and 403
(FORBIDDEN) are returned.

2.4 Initiate and authorize bulk payments using PSD2 API-PaymentsC
service operations

The following steps are distinguished in the flow:
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2.4.1 The (PSU) customer requests the payment initiation in the TPP
application.

The TPP application uses the POST operation https://api-test.cec.ro/tpp/psd29p/v1/bulk-
payments/sepa-credit-transfer to transmit to the Bank the payment data requested by the
customer.

The image below shows an example of a call using POSTMAN and the body used:
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POST - https:/fapi-test.cec.ro/cec/tpp/psd 29p/v1/bulk-payments/sepa-credit-transfers

Params Authorization Headers (14) Body » Pre-reguest Script Tests Settings

Cnene (O form-data (O x-www-form-urlencoded @ raw (O binary (O Graph@QL  JSON -~
1 i
2 "debtorAccount™: i
3 “iban”: "RO3QCECEB@@ZEE3ITEE529@100",
4 “debtor name": "Ion Popescu”,
5 “endToEndId": "767543"
2 I
7 "paymentExecutionTvpe": "instant”,
g "requestedExecutionDate”: "thd",
g "payments”: [
1@ i
11 "requestId”: "2bbbbbbb-32bz-beit-cd4q5-bTcBca7ibbsb”,
12 “instructedaAmount”: - §
13 "currency":- "RON",
14 “amount™:- "1™
15 i,
16 “creditoxrMName": "Ion Popescu- 18",
17 “creditoxrAccount™: i
18 “iban": "ROSYRNCBEES57169255058801"
19 i
28 "remittanceInformationUnstructured”: "test plata bulk cont BCR"
21 Iy
22 i
23 "requestId”: "3Jcczocc2b-32bz-bejt-cdqh-bTcBcat2To3c”,
24 "instructedamount”: - §
25 "currency":- "RON",
26 “amount™: "1™
27 i
28 “creditoxrName": "Ion Popescu- 11",
29 “"creditorAccount™: i
3@ “iban": "ROSZRZICREOLEEDSEEZ3923572"
31 i
32 "remittanceInformationUnstructured”: "test plata bulk cont Raiffeisen”
33 T
34 ]
35 1

2.4.2 The Bank Service checks the correctness of the data and stores the
payment data

In the response returned to the TPP application specifying the payment identifier and the
scaOAuth link (used to determine the URL of the interface exposed by the bank for payment
authorization).
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In the figure below there is an example of the response to initiate the payment if using the
developer portal https://apiportal-test.cec.ro/cec/tpp

Ruby Python PHP Java Node Go Swift

: application/json
id: 37198f4566052d642c565958
limit: name=rate-limit,100;

limi »; name=rate-limit,98;

"transactionId”:
"paymentIdBulk”:
"transactionStatus”:
"creationDateTime":
"paymentsResponse”:
{
"requestId”:
"response”: {
"result™: {
"transactionStatus™:

"paymentId”:

"requestId”:

"response™: {

"result™: {
"transactionStatus™:

"paymentId”:

¥
1.
" links™: {
"scalAuth™: {
"href™:
}s
"self": {
"href™:

2.4.3 The TPP application redirects the customer to the authorization
interface exposed by the bank

which is the same as a single payment. In the CEC Bank Authorization Server interface, the
customer is authenticated in the bank's system based on the login credentials in the Internet
Banking-CEC Online application.
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2.4.4 After successful authentication, the customer agrees to process the
bulk payment or can reject it.

CEC [{J Bank

Confirmare Plata din cont deschis la CEC Bank
initiata din aplicatia

Iban F’Iatitnrl.f_._ RO30CECEBO002003765290100 v\l

Pentru a confirma plata cu datele de mai jos actionati "Confirm platal”

Denumire

Beneficiar Iban Beneficar Detalii Plata
test plata
1.00 ERRLLEEE RO59RMNCB0857169988050001 | bulk cont
RON 10
BCR
test plata
%,g?q lﬂn Hiieac ROB82RZBR0O000060023923579 | bulk cont
Raiffeisen

_ Confirm plata!

Puteti autoriza plata numai daca sunteti utilizator al serviciului Internet Banking-
CECOnline.

2.4.5 The customer is redirected to the TPP application.

If the bulk payment has been authorized by the customer, a code is sent to the redirect address of
the TPP application, which can be used by the TPP application to obtain the token to access the
payment status/data.
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2.4.6 The TPP application obtains tokens to access data and bulk payment
status.

To check bulk payment status use the GET operationhttps://api-
test.cec.ro/cec/tpp/psd29p/vl/d/{payment-service}/{payment-product}/{paymentld}

The bank service returns the status of the bulk payment to the TPP application, which displays it
to the customer (see figures below)

The figure below shows that the bulk payment has the status "ACCP".
pplication/json

n-id: 37198f4566052c981e69bfo1

it: name=rate-limit,166;

telimit-remaining: name=rate-limit,93;

"transactionId”:

"paymentIdBulk™:

"transactionStatus":

"creationDateTime" :

"debtorAccount™: {
"iban":

s

"paymentsResponse™: [
{

"requestId”:
“response”: {
"result™: {
"transactionStatus™:
"paymentId”:
"creditorAccount™: {
"iban":

T

"creditorName™:

"instructedAmount™: {
"currency”:
“amount™ :

T

"remittanceInformationUnstructured”:

"requestId”:

"response”: {

"result™: {
"transactionStatus™:

"raumantTA" -
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Following the execution of the bulk payments the status can be changed to "PART" following
the failed execution of a single bulk payment as in the figure below:

Response

application/json
n-id: 37198f4566852eff2d9c77b2
name=rate-limit,168;

: name=rate-limit,92;

"transactionId™:
"paymentIdBulk™:
"transactionStatus™:
"creationDateTime":
"debtorAccount™: {

"iban":

L

"paymentsResponse”: [

{
"requestId”:

"response”: {
"result™: {

"transactionStatus™:

"paymentId”:

"creditorAccount™: {
"iban™:

I

"creditorName” :

"instructedAmount™: {

“currency”:
“amount™:
:
Is

"remittanceInformationUnstructured™:

"requestId”:
"response”: {
"result™: {
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"requestId”:

"response”: {

"result™: {
"transactionStatus™:
"paymentId™:
"creditorAccount™: |

"iban™:
Ts
"creditorName”:

"instructedAmount™: {

"currency”:

"amount™:
1
I

"remittanceInformationUnstructured”:

NOTE:

PART, ACSC - final statuses for a bulk payment initiation transaction // PART status is provided
in Berlin Group

Any other status up to this point is an intermediate status.

PART - at least one bulk payment was not successfully completed.

ACSC- all bulk payments have been successfully completed.

PATC - payment requires additional signatures
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